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CONTRACT 
ON ISSUANCE AND USE OF THE QUALIFIED CERTIFICATE/CERTIFICATES
Concluded between: 

1. Pošta Crne Gore AD – Podgorica  - Certification Authority Pošta CG-CA, ulica Slobode 1, represented by Director Ivan Kalezić, Bachelor of Laws (hereinafter referred to as: Certification Authority Pošta CG-CA)

and
2. Signatory
Signatory details:

Article 1


This Contract governs the conditions under which the Certification Authority [PoštaCG-CA], issues the qualified certificate/certificates to a signatory to the certificate for further use (hereinafter referred to as: Certificate).

           Contracting parties agree to abide to the provisions of the document «Rulebook on the procedures for issuance of the certificate and protection of the certification system» (hereinafter referred to as Rulebook) published on the web page www.postacg-ca.me in execution of duties referred to in this Contract and that inobservance of any of the provisions of the above document shall be treated as breach of this Contract.
Article 2


Signatory, in terms of this Contract, shall be deemed individual, authorized by the above legal entity for obtaining the certificate.

Article 3

Certification Authority Pošta CG-CA issues to a Customer the required certificate for further use. By signature to this Contract, the Customer verifies that it has personally taken the certificate from the authorized person Certification Authority PoštaCG-CA on a required medium, pursuant to the filed Application.
Article 4

Certification Authority [PoštaCG-CA] shall:

1. perform the identity verification of a signatory participating in the procedure of issuing or changing the certificate status as well as verification of accuracy of certificate status in accordance with the Rulebook,

2. issue the certificate in accordance with the conditions laid down by the law and the Rulebook,

3. ensure the certificate contains all of the required data in accordance with applicable regulations,

4. enter the basic data of its own identity and identity of the signatory into the certificate, as well as the public cryptographic signatory key,

5. provide the certificate has a visible data of accurate date and time (hour and minute) of certificate issuance,

6. complete the request for changing the certificate status in accordance with the conditions defined by the law and the Rulebook,

7. keep the updated, accurate and by safe measures protected register of revoked certificates and make it publicly available,

8. provide a visible data in the register of revoked certificates of accurate date and time (hour and minute) of certificate revocation,

9. perform supervision of activities of registration authorities,

10. carry out activities in accordance with applicable regulations and internal acts of the Certification Authority [PoštaCG-CA].

Article 5
Signatory to the certificate shall:

1. provide accurate and reliable data of its identity, information on physical address or other attributes describing the way of contacting the signatory as well as the other data contained in the certificate and the Application, 

2. be physically present in the procedure of identity verification of the signatory,

3. notify the Certification Authority [[PoštaCG-CA]] of changes in the identity data and other data contained in the certificate, not later than 48 hours following the change,

4. review the data contained in the certificate and notify the Certification Authority [[PoštaCG-CA]] if it is in compliance with applicable regulations,

5. use means for establishing qualified electronic signature/seal provided by the Certification Authority [PoštaCG-CA] if it is in accordance with the applicable regulations,

6. use the certificate solely for the purposes determined in the Rulebook on procedures for issuing certificates and protection of certification system,

7. keep private cryptographic key in secrecy,

8. keep the password for accessing the private cryptographic key in secrecy,
9. in case of a loss, damage or abuse of technical means (hardware or software) or private cryptographic key, i.e. compromising or any doubt in compromising private cryptographic key, without delay, submit the request for the certificate revocation.

Signatory shall be liable in case of the certificate use after the expiry of its validity period, its revocation or suspension, and in other cases of illicit use of the certificate.

Signatory shall be liable for the damage caused by illicit use of the certificate.

Signatory shall be liable if intentionally or by negligence it deletes the certificate or cryptographic keys from the means for establishing electronic signatures/seals, damages this means in any way or permanently blocks the means (PUK Status – LOCKED), in which case it makes its use impossible.

Signatory agrees his/her personal data may solely be used for the purposes of issuing the certificate.

Article 6
Certification Authority [PoštaCG-CA] shall not be liable for damage (direct or indirect), losses, costs and claims resulting or incurred due to the certificate use, if:

- certificate was used contrary to the Rulebook of the Certification Authority [PoštaCG-CA] and contrary to other regulations governing this area

- certificate was in any way altered by the signatory,

- it came to the abuse of technical means (hardware or software) or private cryptographic key at the signatory, i.e. to compromising of private cryptographic key of the signatory,

- it came to the non-functioning or error in functioning of technical means (hardware or software) of the signatory or a third party in which case the Certification Authority [PoštaCG-CA] shall not be obliged to provide a technical support in remedying problem in functioning of the technical means of these entities.

Certification Authority [PoštaCG-CA] shall not be liable for the damage incurred due to the default of agreed liabilities, if the default was a result of circumstances beyond the control of the Certification Authority [PoštaCG-CA].

Article 7
Certification Authority [PoštaCG-CA] shall initiate the procedure of registration of signatories, creation of individual Contracts and issuance of certificates to the signatory, according to the Service Agreement of the Certification Authority [PoštaCG-CA] which was previously concluded between the Certification Authority [PoštaCG-CA] and legal entity or organization that authorized the signatory for obtaining of certificates, under the previously received application of signatory for the issuance of certificate and after a reliable identification of signatory, and submission of evidence on payment of fee, in accordance with the Decision on setting up prices for services of the Certification Authority [PoštaCG-CA].

At takeover of certificate on cryptographic token an authorized person of the Certification Authority [PoštaCG-CA] identifies signatory by having insight into the personal identification document of a signatory.

Article 8

Communication to a Customer and notification on all issues important for the implementation of the Contract shall be made in writing.


The written form implies uploading of notifications on the Webpage of the Certification Authority PoštaCG-CA or sending notifications by electronic mail from the official e-mail address of the Certification Authority PoštaCG-CA: info@postacg-ca.me.
Article 9
Use of the certificate may be agreed for a period laid down by the Rulebook and applicable Pricelist.

The date of issuance of certificate shall be deemed the date of its creation in the Certification Authority [PoštaCG-CA] and entered into the medium for the creation of qualified electronic signature/seal

Article 10
Change of the certificate status shall include:

- certificate renewal,

- revocation of certificate due to its compromising or having a doubt in compromising of secret cryptographic key, changes of data in the certificate, default of signatory, termination of employment, i.e. termination of signatory engagement in a legal entity/other organization.

Use of the certificate may be extended in a way that, before the expiry of period agreed for the use of certificate, a legal entity/other organization makes payment of the fee for the renewal of certificate use, provided that total period of use of the certificate shall not exceed the period of 3 (three) years, and the signatory files the application for the certificate renewal.

If the signatory does not file the application and legal entity/other organization does not pay the fee for the issuance/renewal of certificate, Certification Authority [PoštaCG-CA] shall suspend the certificate of signatory. 

Revocation shall be made without any compensation.

Article 11

Signatory may not transfer its rights and duties from the Contract to a third party. In that sense, application of signatory in which, instead of its personal contract details, there are personal details of any other person, shall not be acknowledged.


Certification Authority PoštaCG-CA shall be entitled, without signatory’s consent, to transfer its rights and duties from this Contract to other registered Certification Authority in Montenegro or to a competent state authority in accordance with the Law. 
Article 12

If regulations that differently govern the issuance and use of electronic certificates are adopted, Annex to this Contract shall be concluded. 
Article 13

Disputes incurred by enforcement of this Contract the contracting parties shall resolve amicably and if agreement is not possible, the dispute shall be solved by a competent court in Podgorica.
Article 14

This Contract shall come to force after signed by its signatories.
Article 15
This Contract has been made in 2 (two) identical copies, one of which shall be kept by each contracting party.

____________, ___.___.201__.

SIGNATORY                                            
Certification Authority PoštaCG-CA
__________________________
 

_________________________
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